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COMMISSIONER'S
FOREWORD

In the nearly 40 years since the formation of the AFP, it has evolved from a small agency

with a defined remit to a $1.4 billion enterprise with a broad range of responsibilities.

Over this time, the AFP has developed a history of success by rising to challenges and
quickly responding to new threats to Australia and Australians. It is a strong heritage of

which all AFP members and the Australian community should be proud.

Reflecting on the past few years alone, our achievements have included record drug
interdictions, disrupting those intent on large-scale harm and destruction; protection of
Australia’s children from exploitation; rapid expansion of our international operations;
large-scale responses to disasters in Australia and around the world; deployments to
conflict zones; significant fraud investigations; and the successful response to new roles

in aviation and protection.

Throughout this, the AFP has found new ways to deliver new and improved outcomes
— from moving beyond interdiction to broader disruption strategies, from identifying

criminality to successfully undermining the financial motives and resourcing for such

activity, and from reacting to crime offshore to building our partners’ capabilities and
strengthening their policing regimes.

The AFP has proven itself as a key element of the Australian national security landscape,
delivering quantifiable and substantial reductions in both the direct and indirect harms
experienced by individual Australians and Australian society. When realised, these harms
can have profound effects: they can undermine public confidence and have substantial

economic implications, and may influence our social interactions and inclusiveness.

This paper is not an attempt to define the future crime environment but to understand
the factors that will influence the AFP as it approaches and moves beyond its 4oth year.
It is an assessment of what the AFP and its people, processes and technology must
reflect if it is to maximise the value it provides to the community and governments in its

continued efforts to reduce those harms.

| think this work points to one key word,
albeit with different connotations,

that best encapsulates why the AFP
must evolve and what it must be

in the future — ‘dynamic’.

Since the original tenets of modern policing were outlined by Sir Robert Peel almost

200 years ago, it would be fair to say that countless words have been written about the
policing environment, what policing should be, how police services should be structured,
and when and how they should change.

Notwithstanding previous specific and external reviews of the AFP and its elements, this
paper and the Future Directions Strategic Context Paper that preceded it are different
in that it is the first time the AFP has taken such a comprehensive look at itself, its

environment and its future.

I think this work points to one key word, albeit with different connotations, that best
encapsulates why the AFP must evolve and what it must be in the future — ‘dynamic’.
This word describes both the nature of our operating environment and why we must
change. It reflects the posture we must take and how, as a critical national security

agency, we must act in that environment.

It is fair to say that many of our stakeholders — with whom we engage on specific
issues — were surprised by the true breadth and depth of the AFP’s operations and
responsibilities. These span local, national and international policing, making the AFP

unique among Australian law enforcement agencies.

Many of the true drivers of change in the crime environment at all of these levels have
not changed since the earliest origins of policing. Criminals of all sorts will always look
for ways to extract a reward through interactions between people or entities, willing or
otherwise, known or otherwise. This reward can and always will take a multitude of forms

— personal, ideological, financial, and so on.

The fundamental difference now is the rapid pace of technological, social, political and
demographic change. It creates a truly dynamic operating environment in which the
nature of interactions can change quickly and the opportunities for harm can proliferate
and easily transfer from one jurisdiction to another. It can redefine the nature of the

interaction, the extent of the rewards and the magnitude of the threat.




...the dynamic environment will
continue to challenge generalist policing

and standards required of police.
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The AFP must respond to this environment by building ‘dynamic’ even further into

its organisational DNA. This paper is clear that we must embrace technology-driven
transformation opportunities and find a way to resource and deliver innovations that

can build our capacities and capabilities over time. This will be particularly critical to
responding to the increasing opportunities and challenges of the ongoing datafication of

our society and the policing environment.

The paper is also clear that the dynamic environment will continue to challenge
generalist policing and standards required of police. Policing will always be a core
capability for the AFP, and we must provide the systems, technology and capabilities that
can drive continuous improvement in uniform and national operations and allow for new

and innovative investigative approaches.

However, there will be an increasing need for specialist skills and knowledge and we
will need to work to build and maintain these over time, including with industry and

our partners. The AFP can be justifiably proud of its technical and scientific capabilities,
which will become increasingly important in a world dominated by technology.
Conversely, in some cases traditional technical skills, such as surveillance and covert
operations, may offer an advantage when technology challenges us. We must recognise
that limitations in these specialised and technical capabilities will have implications for

how quickly, efficiently and effectively we can deliver operational outcomes.

We must also work to develop a dynamic workforce that reflects the standards and
values of the Australians we serve. This will involve an ongoing focus on cultural reform
of the AFP, ensuring it is delivered by inclusive, respectful and constructive leadership.
This is the cornerstone of the future AFP.

Lastly, it is clear that our role as Australia’s international policing agency will continue
to be critical to remaining dynamic in an increasingly globalised environment. While
technology will continue to deliver opportunities for closer international engagement,
we will need to maintain a keen focus on shaping this capability through a world-class
liaison officer network and key offshore deployments. These have and will increasingly

deliver outstanding results for us and our stakeholders.

This paper is not intended to provide all the answers to the dynamic AFP we must
become. It is another step in a long-term reform journey reflecting my firm view
that, while the AFP has proven adaptable and successful, the time has come for a

transformation.

This journey commenced with the release of the Future Directions Strategic Context
Paper and the capability-focused restructure of the AFP in mid-2015. Since then the work
surrounding this paper has informed, and been informed by, the underpinning elements
of a broader transformation of the AFP.

| have now established an Enterprise Transformation Office to deliver a formalised
agenda for this work in consultation with our stakeholders. This will require ongoing
discussion with government about the AFP’s role and priorities to ensure that the
Australian people continue to get the best return from their investment in their national

policing agency.

As a final note, | would like to acknowledge the large number of AFP employees and
other stakeholders who have actively contributed to this process. This reflects well on
the regard in which the AFP is held and underscores the depth of the commitment to

ensuring this agency continues to be the best it can be.

AN

Andrew Colvin APM OAM
AFP Commissioner
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EXECUTIVE SUMMARY

A fundamental purpose of policing is the protection of human rights.:
The AFP’s policing and law enforcement responsibilities range from countering
international organised crime to community policing, and from deterring and
prosecuting terrorists to international peacekeeping.

However, its resources are finite, so it must seek to understand the social,
technological and economic environment in which criminals and police will be
operating over the next five to 10 years if it is to define its mission properly.

Globalisation characterised by a high degree of interconnectedness involving the
easy, rapid movement of people, goods and capital has shaped international society
over the past 30 years. In the process, economic activity has moved well beyond
single jurisdictions and value has shifted from physical to digital assets.

The technologies that made globalisation possible have allowed non-state actors,
from ordinary citizens and small businesses to criminals and terrorists, to operate at
a distance and across borders. They have provided criminals with much bigger pools
of victims, allowing them to collaborate with anonymity online and to operate from
foreign safe havens.

Despite the emerging resistance to globalisation in many parts of the developed and
developing world, the technologies that made it possible cannot be uninvented and
powerful new ones are appearing.

In Australia’s immediate neighbourhood, political and environmental stresses,
including signs that some state actors and crime groups are aligning their strategies,
will reinforce demands for policing development and humanitarian assistance in the
Indo-Pacific region.

All of these developments are shaping the policing environment for the AFP in
challenging new ways.

As early adopters of technology operating in an ethically unconstrained environment,
criminals (including terrorists) will use new technological capabilities to redesign
crime to exploit political, social, economic and legislative vulnerabilities.
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Cybercrime is facilitated by encryption, alternative banking platforms and virtual
currencies. The vulnerability of newly connected devices in the rapidly expanding
‘internet of things’ (or loT) will open up new criminal opportunities, while automated
technologies such as robotics will make it possible to conduct personless crime from
remote locations.

Other technologies have the potential to undermine the dependability of traditional
forensic evidence, such as fingerprints, DNA and signatures. New forms of biological
and chemical enhancement will permit the creation of stronger, faster and

smarter offenders.

As more and more evidence resides offshore, these developments challenge the
traditional single jurisdictional view of law enforcement and global legal frameworks,
which are focused primarily on nation-states. In this new environment, the time
frames for dealing with crimes will tighten and the complexity of investigations

will increase.

The AFP will need more effective strategic planning, resource certainty and the
capacity to allocate resources flexibly. It will need to become more technologically
capable, drawing on new and more specialised skills and resources. It will be
essential for the legislative framework under which the AFP works to keep pace with
the rate of change.

Standard AFP investigations will increasingly draw upon multidisciplinary and multi-
agency teams, comprising detectives and professional staff. This will require more
intense interaction with industry and the research community and will be assisted
by investment in technically focused capabilities that can be shared with the AFP’s
state, territory and Commonwealth partners.

Prosecutorial action will remain a primary deterrent but, with so much criminal
activity located offshore, prevention and harm-reduction strategies will become
increasingly important. For this reason, new performance indicators that measure
success qualitatively as well as quantitatively, based on the effective deterrence and
disruption of crime, will be needed.

The AFP’s investigative activity will focus on protecting Australians and Australian
interests from the impact of transnational serious and organised crime, terrorism
and violent extremism.

As the principal international representative for Australian policing and law
enforcement, the AFP will increase its effort to lead and coordinate multijurisdictional
operational activity through its national and international offices.

It will need to provide deployable international policing capabilities that enable
the Australian Government to deliver immediate stability operations, short-term
emergency responses and long-term regional policing capacity development
when required.

Irrespective of future advancements in technology, policing will continue to be a
people-centred profession. The AFP will continue to recruit and develop a flexible
and multi-skilled workforce, comprising individuals who are capable of critical
thinking, reflection, analysis and independent judgement. In particular, it will need
skilled and experienced investigative teams with higher levels of technical expertise,
more of whom will be cyber specialists.

It will also need to provide the tools to support its people and a comprehensive
skills and qualifications framework to train them. The AFP should assume a greater
leadership role in the delivery of national investigative standards and training
curricula for its Commonwealth law enforcement partners.

In a competitive employment market, in which new entrants will have different
approaches to lifetime work patterns, recruitment will need to be geared towards
multiple entries from apprentice to graduate pathways, and more flexible
employment models will be required.

The AFP will need to be a valued employer, strongly committed to an ethical,
values- driven culture that embraces diversity, inclusion and mutual respect.




7\ C ‘ \ I\ N G | N G The AFP has an extensive and growing range of local, national and international
policing responsibilities: from crime reduction in the suburbs of Canberra to disaster
\/\/ O R |_ D relief in the Pacific Islands; from global cyber and terrorist threats to the protection of

individual identity.

THE AFP'S ROLE AND FUNCTIONS

The AFP’s functions include the provision of:

ﬁ*A]STRATEGY FO R TH E AFP,S gy (B police services in relation to the laws and property of the Commonwealth

e T (including Commonwealth places) and the safeguarding of Commonwealth interests

- M I SSIO N AN D CAPABI LITY ] : : police services in relation to the Australian Capital Territory, the Jervis Bay Territory

and Australia’s external territories (Christmas Island, Cocos (Keeling) Islands and
Norfolk Island)

protective and custodial functions as directed by the minister

police services and police support services to assist or cooperate with an Australian
or foreign law enforcement agency, intelligence or security agency, or government

regulatory agency

‘_' police services and police support services in relation to establishing, developing

o and monitoring peace, stability and security in foreign countries.?

b 4
‘ The AFP’s current strategic priorities, guided by the relevant minister?, include leading or
contributing to efforts to :

&

counter the threat of terrorism and violent extremism
prevent, deter, disrupt and investigate serious and organised crime activities

contribute to Australia’s border management and security, particularly by protecting
Australia from people smuggling

contribute to Australian international law enforcement interests

counter the threat of cybercrime

R AUSTRALIA

ensure aviation security
protect specified individuals, establishments and events at risk of security threats

disrupt the operation of criminal gangs and the proliferation of child
exploitation material

disrupt the trafficking, distribution and sale of illicit drugs and reduce harm caused
by illicit drugs

11




protect Commonwealth revenue Purpose and structure of this paper

coordinate effectively with the Attorney-General’s Department on law and justice

aid issues Policing always reflects, intensely and immediately, the changes and pressures at work

brevent Australia from becoming a safe haven for proceeds of crime, corruption and in the wider community in which it operates. If the AFP is to understand fully the nature

. of criminality and the developments that facilitate crime, and to respond effectively,
money laundering.4

it needs to understand what is driving change in society and how society perceives

To respond to this broad array of responsibilities, the AFP has developed a professional
those changes.

workforce with an exceptionally diverse set of skills.
It is never possible to predict the future with certainty, but it is nonetheless dangerous to

avoid thinking about it. The purpose of this paper is to examine some of the major global
political, social and technological trends that will have an impact on the policing, law

enforcement and other responsibilities of the AFP over the next five to 10 years.

Who we are
Following on from the AFP’s 2015 Future Directions Strategic Context Paper, this

paper addresses the world in which the AFP will have to operate — a world affected

by globalisation, changing technologies, population growth, migration, international

O/ The average age of
6 ’ 6 5 7Staﬁ 74 OSta ]Cf s conflict, failures of governance, violent extremism, climate change and a growing

AFP staff is
demand for resources.

3,481 police say they expect to wit
8 / Section 2 — A more complex operating environment looks at the broad systemic and

H ne ;:_I.@ —
._-foprote;ﬁv.gseelm'ty officers N —

e+ . _=YearSormore. Thgsia —

2,504 technical experts,” = Mt PO TP e —— next five to 10 years that are likely to affect the AFP and to shape the requirements the

specialist-andgﬂppp"ft;'s'ta-ff_--_'ft;" szl R — ' government has of it.

r

——— technological changes in the international environment and Australian society over the

Section 3 - Implications for the AFP examines the implications of these
developments for the demands likely to be placed on the AFP.

Section 4 - The way forward addresses what they mean for the AFP’s mission.

Diversity 1 . 6 O/O 3 5 O/O of our staff are women

22% Sworn

of our staff identify as

indigenous 10% Protective Service Officers

60% technical experts,

specialist and support

It is never possible
to predict the future

5/ /3 190 with certainty but

itis nonetheless

Where we work internationally
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Australian locations staff workin 28 staff work in eight
including territories countries in our international missions dange rous to avoid
international liaison in the Pacific, Timor- thlnklng about |t
network Leste and Cyprus
[l
—m Source: AFP Annual Report 201516, [l
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A_MORE
COMPLEX
OPERATING
ENVIRONMENT

GLOBALISATION

Globalisation has been the defining shaper of international society over the
past 30 years, linking people, neighbourhoods, cities, regions and countries
more closely than ever before and driving unprecedented new flows of people,
information, ideas, and goods and services.

It has been enabled by a revolution in information and communications technologies
involving digitisation, mobile telephony, personal computing and social networking.

Globalisation has transformed the international economy by reducing to near zero the
cost of transferring information around the world. By freeing the movement of capital
and making possible the development of global manufacturing supply chains, it has
brought sustained aggregate growth to the developed world, including Australia, and
made it possible for large areas of the developing world to participate fully in the global
economy. Globalisation has helped reduce the number of people living in poverty
around the world by more than 1 billion® since 1990. Information and data flows now
account for more growth in global GDP than trade in physical goods.®

Demographic change and migration

Globalisation has also encouraged and facilitated worldwide urbanisation. For the first
time since humanity’s shift into cities began some 10,000 years ago’, more than half the
world’s population now live in cities. The proportion is expected to rise to 66 per cent by

2050% and cities themselves will grow in size as more megacities, develop.

Currently, more than 8o per cent of Australia’s population live in its 20 biggest cities, and
the majority of our future population growth is expected in and around the capital cities?

Globalisation has also assisted and driven an unprecedented movement of people. In
2014 more than 230 million people lived outside their country of origin.*® The number
of international migrants has grown rapidly over the past 15 years®, propelled by both

economic drivers and conflict.”?

15
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Around 5 per cent of the global population is contemplating or undertaking migration
at any time.3 The number of people (foreign students, visitors and migrants) entering
Australia is projected to increase significantly.*

Evidence is now suggesting, however, that globalisation is generating resistance. The
worst global financial crisis since the 19305, apparently unrestricted movements of
people including workers and asylum-seekers, and the rise of violent extremism and
terrorism® have led voters in many parts of the developed world to respond anxiously to
some of globalisation’s economic and social consequences.

Economic polarisation, evidenced in high levels of youth unemployment, homelessness
and poverty, is casting an increasing number of young people into extremely vulnerable
situations.” Social alienation and disaffection with a social system often lead to survival
crime and public displays of defiance and resistance to authority.®® The impact of this
will be determined largely by the extent to which these conditions continue over the

coming decades.

Transnational crime

Globalisation has brought many benefits, but it has also ushered in a step change in
global risk.® Australia’s place in the globalised economy exposes it to increasingly
powerful transnational illicit activity.?° The cost of involvement in transnational criminal
activity is asymmetric to the effect such activity has on the economy. Approximately 70
per cent of Australia’s serious and organised crime threats are based offshore or have
offshore links.”

The impact of transnational crime on the economy

Organised crime is recognised as an issue of national security. Organised crime costs
Australia in the order of US$36 billion annually.?? It also causes great harm to individuals
and the broader community. The UN Office of Drugs and Crime has estimated that
criminals launder about 2.7 per cent of world GDP annually. Cybercrime currently costs
the global economy an estimated US$445 billion per annum.? It is likely to become one
of the most prevalent and lucrative criminal activities in Australia.

From the Al-Qaeda attacks with aircraft in New York and Washington in 2001, to Daesh’s
sophisticated use of social media to radicalise individuals, terrorists have proven adept
at using cutting-edge technology to communicate securely, publish propaganda, transfer

funds and undertake reconnaissance securely and remotely.

The economic impact of global terrorism has been rising steadily since 2010. The
Institute for Economics and Peace calculated its cost at more than $52 billion in 2014.%
The 9/11 attacks were initially estimated to have cost $27.2 billion, but the inclusion of

indirect and long-term expenditures brings the amount closer to $3.3 trillion.?

Interstate and intrastate conflict

Interstate and intrastate conflict with regional consequences and large-scale
unregulated migration are among the top five most likely risks to global security.?”
More than 65 million people are now displaced worldwide due to persecution, conflict,

generalised violence or human rights violations.?®

Environmental impact

Environmental stresses are also contributing to global uncertainty. As carbon pollution
pushes atmospheric greenhouse gases to the highest concentrations ever recorded,?
more extreme weather events and natural disasters are likely, particularly in South

Asia, East Asia and the Pacific3°; where around half the world’s major natural disasters
occurred in 20143 This is likely to lead to more frequent demands for humanitarian relief
operations and to drive further migration and movement.

The global population is expected to reach 8 billion in 202532 Rising numbers of people
and expanding urbanisation will increase the contest for space and resources.»

By 2030 the demand for food, water and energy will grow by approximately 35 per cent,
40 per cent and 50 per cent, respectively34 Almost half of the global population will
live in areas of severe water stress.35 Fragile states in Africa and the Middle East are at
most risk of food and water shortages.3® All of this is likely to drive further large-scale

involuntary migration.

Australia is a wealthy country, but its wealth, interests and viability are spread globally
and depend strongly on international exposure.?® As the Australian population grows to
between 36 million and 48 million by 20612, more Australians will seek to live and invest
offshore® and more of the world’s people, goods, ideas and communications will reach
Australia, either physically or through the internet.

Despite the emerging resistance to globalisation, the technologies that made it possible,
and the new technologies discussed below, cannot be uninvented. States will remain the
most important voice in international affairs, but the influence and capacity of non-state
actors — ranging from private companies to terrorist groups — will grow, challenging the
state in some areas.#* The challenges that globalisation and its related technologies
present to state sovereignty, traditional boundaries® and the business of policing

will continue.

17



Experts estimate
that by 2020,

the digital universe
will contain nearly
as many digital bits
as there are stars in
the universe®
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TECHNOLOGY DRIVERS -
FUTURE DISRUPTION

Five fast-paced ‘future technology trends — digitisation, connection, automation, material
manipulation and augmentation — are emerging that have the potential to disrupt and

reshape international society, crime and policing.

Digitisation

Digitisation is the conversion of an object, data or image into an electronic format. Its
power is that it creates a common language. Data about ideas and behaviour can be
stored, analysed and shared on a mass scale, just like data about the physical world.
Money, legal contracts and the code of life itself (DNA) can all be digitised.

Digitisation lies behind the explosion in ‘big data’. By 2020 there will be 10 times the
amount of digitised information as there was in 2013.43 This data explosion creates new
types of value by helping organisations do everything from predicting buying behaviour
to fighting crime. It is shifting the concept of value from physical and social assets to
digital assets.#

‘Why do you rob banks?” a journalist once asked the American criminal Willie Sutton.
‘Because that’s where the money is’, he allegedly replied. Crime moves to where the
value is. Criminal organisations are ‘going digital’ to capture value and financial profit. By
leveraging data, they will be able to create new ways of capturing value at a previously

unforeseen scale.#> Their intention may be to steal, accrue, manipulate or delete data or

hold it to ransom.

Connection

Connectivity means greater productivity,
but also increased vulnerability.

The internet has changed the way humankind functions.“ In its pervasiveness, the
internet has altered the way people communicate and the way they form and develop
relationships. It has redefined language, concepts of privacy and how people work, play
and relax. It has changed the way they do business and exchange information, how they

shop, bank and navigate and, importantly, how (and who, or what) they trust.+”

There is no evidence to suggest that the development of the internet is slowing. Indeed,
its geographical reach is expanding#, thanks to 4G and 5G connections. Approximately
half of the world’s population are now connected to the internet“— most via their mobile
phoness® It is estimated that by 2020, 9o per cent of all people over the age of six will

have a mobile telephone.

The loT is the name given to the networking of physical devices, vehicles, buildings

and other items embedded with electronics, software, sensors, actuators and network
connectivity that enable them to collect and exchange data.>> Potentially, every device,
building and phone will be permanently connected to humans, to other devices and to

the internet.s

The loT allows objects to be sensed and controlled remotely across existing network
infrastructure, creating opportunities for more direct integration of the physical world
into computer-based systems and offering improved efficiency, accuracy and economic
benefit54 Industry experts estimate that the loT will consist of almost 50 billion objects
by 202055 This world offers incredible opportunities, but also exposes society to
increased vulnerabilitiess®, many of which cannot yet be identified.5”

The internet has made it easier for factories and other plants to automate operations
using industrial control systems. Some sources, however, estimate that 92 per cent of
such systems have known security vulnerabilities.

The future world will be more convenient and responsive to people’s needs, but

there will be a trade-off between convenience and the vulnerability of our connected
devices®, the dimensions of which we do not yet fully understand. Individual privacy
will face unprecedented challenges® and protecting it will become a significant issue for

individuals and governments.

Connectivity is extending the geographical reach and
scalability of crime.
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The interconnectedness of digital communication and physical hardware is extending
the reach of crime. Criminals around the world can collaborate securely online. Not

only can they carry out new types of crime, but they can do so from a distance and at
greater scale. One person armed with malware can commit a crime against millions of
people in multiple jurisdictions. Criminals can search for the weakest link in a network of
connections and then use it to access the wider network.

Encryption and the ‘darknet’ will result in crimes involving multiple systems, actors

and technologies across jurisdictions. Next-generation devices with ESIM functionality
(mobile devices with embedded inbuilt SIM cards) allow the end user to subscribe with
one or more mobile virtual network operators, or physical network operators®®, typically
located in a different country from the end user.®* Commercial encryption and mobile
virtual network operators will assist criminal global logistics by making the transnational
movement of value and digitised goods difficult to detect.

Perhaps the most significant harm, including potentially to state revenue, may come
from criminal use of alternative banking platforms and virtual currencies.®? Distributed
ledger technology (also known as ‘blockchain’s) is likely to be highly disruptive to
contemporary value transfer structures. It will transform the ability of criminals to move
and hide their funds and digitised illicit goods®, exacerbating the effects of globalisation

on the state revenue base and making the burden of proof much heavier.

Automation

New kinds of physical and intellectual tasks are being
performed by machines.

Improved power systems, new materials, advances in computing and manufacturing,
and new, better algorithms are accelerating the development of robotics.> Robots are
becoming faster, stronger, cheaper and more perceptive, allowing them to engage with
their environments and carry out increasingly complex tasks. The value of the output of
the global robotics industry is expected to surpass $151 billion by 2020.6

Associated with this is the development of artificial intelligence (Al), perhaps the
single most revolutionary technology trend of the future. Al enables machines, through
a combination of self-learning algorithms and computer systems, to perform tasks
normally requiring human intelligence, such as visual perception, speech recognition,
decision-making and language translation. Investment in Al start-ups has increased
significantly in the last five years. Machines are rapidly challenging humans at learning,
predicting and deciding.

In the same way that smartphones became widely available from 2006 onwards,
robotics and Al will become cheap, easily accessible and deployable in the future.”
People will be sharing their worlds with increasingly smart machines that have a form of
limited or governed artificial intelligence, minimising human intervention in areas that
were previously considered beyond automation — for example, driving a car, investing
money or teaching in classrooms.

The introduction of autonomous and Al systems will, however, also give rise to

complex new legal and ethical challenges.®® Criminals will be quick to adopt automated
technologies, which will test traditional policing approaches. Robotic systems will make
it possible to conduct personless crime from remote locations, through an intermediary
or via the internet. Anyone can download or buy pre-made malicious software packages
online and get tips and DIY advice from underground websites or chat rooms; a single
operator can carry out multiple, simultaneous attacks; a drone is capable of carrying an
improvised explosive device; driverless cars can deliver bombs; an algorithm can set

up phishing scams that steal banking information and then skim fractional amounts
from millions of accounts so that it is unnoticeable.® In 2008 ‘hacktivists’ copied and
replicated the German Interior Minister’s fingerprint, encouraging use to impersonate the

minister on biometric readers.”®

Predictions that automation will make humans redundant have been made many
times, but going back to the Industrial Revolution technology has always ended up
creating more new jobs than it destroys. However, the short- to middle-term disruption
to society will always manifest and create challenges requiring policing and law

enforcement responses.”

21
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Material manipulation

Four technologies — digital manufacturing, nanotechnology, gene editing and synthetic
biology — are enabling society to digitise, manipulate and reproduce nearly every aspect
of the material and biological environment.

Digital manufacturing (also known as 3D printing) has rapidly advanced from producing
cheap plastic gimmicks to enabling printing of almost any material??, from carbon fibre?s
to marble to human tissue.”> New methods of 3D printing such as laser sintering’®

and stereo lithography?” are dramatically improving the speed and accuracy of digital
manufacturing. More powerful 3D scanning techniques allow for the capture of any
object or scene in high fidelity, and new light field camera technologies? create entirely
new possibilities for digital imaging. In the future, these technologies will be combined
with advanced spectrometers to allow the reproduction of any object just by taking a

picture of it.”®

3D printing will enable the production of high-quality goods and no longer require
complex global supply chains and economies of scale.®° Greater productivity, shorter
lead times, fewer supply chain risks and lower environmental and financial costs®

will result.

——

i

Nanotechnology may enable people to rearrange molecules with atomic precision.

| -

Similarly, alchemy could enable the creation of new compounds, giving materials new

properties — from self-healing buildings® to tiny robots in the bloodstream.®

In the biological sciences, the last decade has seen the arrival of full genomic
sequencing and, new techniques for gene editing that make it very simple to ‘cut
and paste’ DNA.# It is already possible, to create semi-synthetic life forms® and alter
existing ones such as crops® and viruses. These technologies will enable us to cure
many diseases®, extend lifespans® and improve overall health and quality of life.®

However, as the technologies of material manipulation mature, they will make possible
new and more effectual types of crime. Advanced 3D manufacturing will enable criminal
syndicates to manufacture products and bypass established regulatory frameworks.
This potentially has significant implications for the protection of intellectual property®°

and taxation®

The ability of criminals to manipulate physical objects, change molecular structures and
genetics and edit DNA has the potential to undermine traditional forensic signatures.

Augmentation

Machines and humans are being linked up to bolster physical and
mental capabilities. New capabilities will produce unpredictable and
possibly profound shifts in society.

New forms of interaction between people and machines will become available. These
include virtual reality??, which enables users to immerse themselves in a digital
environment; augmented reality®3, which overlays the real world with digital information
and images; machine-to-brain interfacing®, which enables people to manipulate
computers and machinery with their minds; and new forms of biological®s and chemical®®

enhancement, which aim to increase people’s intellectual and physical capabilities.

Augmented reality, virtual reality and mixed reality represent the next major wave

of computing?” That wave is coming quickly — there are already more than a million
monthly users of virtual reality wearables*® As these technologies develop, they will
allow for a seamless interface between the physical and digital worlds. According to
experts, within 15 years the bulk of our work and play time will touch the virtual to some
degree Systems for delivering these shared virtual experiences will become enormous

enterprises, providing new mechanisms for people to connect with one another.

Mixed reality will be accompanied by other forms of augmentation. Brain-to-machine
interfacing has already been used for transmitting thoughts across long distances*, for
controlling drones™ and for moving robotic limbs.* Implantable devices, controlled by
a neural interface, will be able to use chemical or neurostimulation to perform a wide
range of tasks — from fighting diabetes®®3 to firing a gun more effectively.’* As the brain
and body become increasingly blended with digital and physical technology, augmented
communities of interest will begin to emerge in some parts of the world, with significant
implications for security and privacy.’*s

As early adopters of technology, operating in an ethically unconstrained environment,
criminals will be among the first to experiment with augmentation, permitting the
creation of stronger, smarter and faster offenders.
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The increased complexity of the operating environment will place greater demands on
the AFP’s capabilities and will require the application of new types of skills.

Globalisation and advances in technology have moved economic and social activity
well beyond single jurisdictions*®, providing criminals with much bigger pools of

victims and the ability to undertake activities from foreign safe havens beyond the
reach of local policing authorities. International criminal syndicates can collaborate
on an unprecedented scale.’” There are also signs that the strategies of some crime Faster,

groups and state actors are beginning to align more closely, blurring the lines between more agile crimes
demanding

faster, more agile

organised crime and legitimate entities.*®

Data and value can be accessed and transferred across multiple jurisdictions at the
press of a button. Crime organisations will mirror big business in embracing digital
innovation and will employ tools, analytics, programmers and hackers to capture value. responses
The AFP will need to access and harness big data and develop an appropriately skilled

workforce to combat future serious and organised criminality.

Traditional physical barriers such as borders, guards and gates have become
increasingly difficult to make less permeable. As passenger volumes increase and
facilities expand, the demand for AFP services at major Australian airports and other

S ECTI O N establishments is likely to grow.**®

The calls on AFP resources to assist the development of policing in Australia’s nearby
region are also likely to continue. Policing expertise and community engagement will
be increasingly important in helping to manage instability in many regional countries."°
Climate change and more intense weather patterns will disproportionately affect fragile
states in Asia and the Pacific™®, leading to likely requirements for AFP contributions to
humanitarian assistance and disaster relief.

<
§ The AFP will need to continue to develop its operational capabilities against those
§ wishing to disrupt the Australian way of life, working in close collaboration with state and
L territory police, the intelligence community and international law enforcement partners.
<C
o The trend towards unheralded violent acts using commonplace weapons perpetrated by
S unknown individuals, or those who have been assessed as low risk, is likely to continue
g alongside more sophisticated attacks.™
S
=
=
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Given the complexity of the future operating environment, demand will continue to
outstrip the AFP’s capacity. Everything new the AFP does will come at an opportunity

cost to existing commitments.

The AFP will need to become a more technologically capable organisation, with more
effective strategic planning and the flexibility to allocate resources to rapidly evolving
specialist technologies. It will need to be able to respond to and disrupt new types of

crime in an environment of increasing complexity and uncertainty.

Criminals will be able to perpetrate crimes, such as child abuse (including the active
targeting of vulnerable children via anonymised use of the internet and virtual
currencies), theft or sexual assault™ in virtual environments. They will continue to use
malware (including ransomware) for a range of criminal purposes, from the creation of
fake login screens™ for banking apps, to holding victims to ransom by blocking access
to a computer system until a sum of money is paid.™ The AFP will need to adapt its

current practices to maintain an effective presence in this virtual criminal environment.

Technological developments will greatly reduce the time frames for police to deal with
crime. At the same time, matters that could previously be resolved by the work of a small
number of detectives will increasingly require the application of specialist capabilities

in areas such as cyber, forensic accounting, law, intelligence analysis, technical
interception and surveillance across multiple jurisdictions. These capabilities have
traditionally been reserved for matters of only the highest priority. More emphasis will
need to be placed at the point of referral with the application of intelligence-informed

targeting and processes.

The use of multidisciplinary and multi-agency teams, comprising detectives and
specialist investigative capabilities, to resolve standard investigations will become the
norm. This will require a recalibration of the AFP’s existing workforce and greater public
sector partnerships.

The AFP will have to rely more heavily on external experts from the private sector,

other government agencies and the research community to help identify supply chain
dependencies and exploitation risks and develop ways of mitigating them. Private sector
partnerships will require new approaches to reform some traditional practices, such

as engaging with industry to jointly develop more efficient ways to achieve all required
security clearances and meet engagement requirements. The AFP will also need to
undertake broader engagement with international partners to support global efforts to
respond to cybercrime.

The AFP’s strategic workforce plan will need to reflect the requirement for a diverse,
inclusive, ethical, skilled and experienced workforce, with higher levels of technical
expertise in fields such as cybercrime and intellectual property offences. It will also need
to provide the tools to support them.

Recruitment will have to be geared towards multiple entries from apprentice to graduate
pathways. New generations will enter the workforce who are more likely to seek ‘out of
portfolio’ careers, rejecting traditional models of lifelong service with one employer
and testing the traditional model of recruitment, in which police officers and subject

matter experts are trained in-house over many years.

As criminals develop unanticipated new methods, the AFP will have to be able to
generate new capabilities and expertise through strategies such as filling more
temporary positions with independent workers for short-term contracts.

The evolution of technology and the criminal and terrorism threat environment over the
next five to 10 years will test the boundaries of existing legislation. It will be essential
that the legislative framework under which the AFP works keeps pace with the rate of
change. The effectiveness of global legal frameworks, which are focused primarily on
nation-states, will be challenged as more and more evidence lies offshore.*” Further,

as its reliance on traditional DNA and biometric evidence is tested, the AFP will need

to research new, more secure identification techniques such as brain scanning and

microbiome analysis.®

The AFP should assume a greater leadership role in the delivery of national investigative
standards and training curricula for its Commonwealth law enforcement partners. The
establishment of an investigations training and accreditation centre of excellence could
deliver national investigative standards and training curricula for all Commonwealth

law enforcement agencies. Such a centre could establish capability benchmarks for the
standard of investigations, and drive continuous improvement by sharing capabilities
and experiences. It would help generate a common understanding of techniques and
investigative tools, including technology, harmonise the interpretation of legislation,
ensure better information-sharing and help strengthen the personal networks of law

enforcement professionals.
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ITHE WAY

FORWARD

Globalisation of world trade, financial services, transport networks, people movements

Increased connectivity and awareness are also driving expectations from government
and the community for faster turnaround and response times by agencies. The
complexity of this landscape is affecting the AFP in terms of its areas of focus and the

way in which it balances these demands with an appropriate response.

To be successful, the AFP will need to adopt a more robust approach to understanding

requirements and then developing and deploying its unique capabilities.

The AFP has already begun preparing for the future by modifying its organisational
structure. InJuly 2015, it moved to a new operational, capability and capacity-based
model.

To realise its strategy for future capability, the AFP will develop and implement
a capability framework comprising four strategic capabilities: policing, law
enforcement, people and asset protection (incorporating critical infrastructure),

and international engagement.
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and economic activity are challenging the single jurisdictional view of law enforcement.
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AFP CAPABILITY FRAMEWORK

In ordinary usage, ‘capability’ means the power to do or affect something. The term

FUTURE AREAS OF FOCUS

To develop these four capabilities for the future, the AFP will pursue a raft of activities,
can refer to an ability, capacity or quality. In the AFP context, capability is the power to with particular focus on:

achieve a desired operational outcome or effect in a nominated environment, within a

J POLICING FOR A SAFER AUSTRALIA

specified time and to sustain that effect for a designated period.

Policing

Policing protects life and property,
prevents crime, detects and
apprehends offenders, maintains
order and helps those in need of
assistance. The ultimate effect of
good policing is the achievement of
voluntary compliance with the law in
the community.

People & asset protection

People and asset protection provides
protection services for senior
politicians, visiting dignitaries and
diplomats, witnesses and associated
sites of critical importance. It also
provides counter-terrorism first
response and undertakes firearms
and explosive detection searches.

Law enforcement

Law enforcement provides criminal
investigations, case management
and operational response elements
focused on organised crime and
gangs, cybercrime and cyber safety,
child protection, countering terrorism
and violent extremism, and the
associated recovery of the proceeds
of crime.

International engagement

International engagement provides
international policing cooperation,
liaison, international stabilisation,
capacity-building and policing
assistance aligned with Australia’s
national interests.

The AFP will deliver against these four strategic capabilities through the use of

multidisciplinary teams comprising sworn members, professional staff and industry

partners. To keep Australia safe, the AFP will pursue strategies that are designed

primarily to prevent and disrupt crime. It will do this by enhancing policing partnerships

globally and nationally to create a hostile environment for criminals.

Intelligence-informed targeting and processes

The AFP will be intelligence-informed, agile and adaptive. The AFP’s intelligence-
informed triage and prioritisation processes will be critical to ensuring that finite
resources are assigned to greatest effect.

Transnational serious and organised crime

Consistent with the priority of combatting national security threats, the focus of AFP
investigative activity will be on complex transnational serious and organised crime,
including violent extremism. In combatting organised crime, the AFP will provide the
interface between national security and domestic policing issues.

The most tangible criminal threat to Australia’s national security is terrorism and
this threat will continue for the foreseeable future. Well-planned and coordinated
attacks are probable, as is the likelihood of more attacks emanating from unknown

individuals using unsophisticated means.

The AFP, in collaboration with state and territory police, the intelligence community,
law enforcement agencies and international partners, will continue its role in
safeguarding Australia’s national security at home and offshore. As a key agency

in the Australia — New Zealand Counter Terrorism Committee, the AFP will work
with state and territory police to ensure effective preparedness for, prevention of,

responses to and recovery from terrorism incidents.?

Prosecutorial action will remain a primary deterrent; however, harm-reduction
strategies will become increasingly important and will require a greater application
of regulatory action and prevention and disruption approaches, domestically

and internationally. Effective harm-minimisation requires a whole-of-government
approach to which the AFP will be a major contributor.

Within this environment the AFP will continue to adopt an investigative partnership
approach, working collaboratively with and drawing on the strengths and capabilities
of different agencies, public and private, domestic and international. This approach
provides layers of depth to create a preventative shield from crime for Australia and
its people.
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National and international leadership and coordination

The AFP has a well-deserved reputation for its ability to effectively coordinate and
facilitate partnerships with diverse agencies, in both the public and private sectors,

across national and international jurisdictions.

The AFP will coordinate multijurisdictional operational activity through its national

and international network of offices and people.

The AFP plays a critical coordination role through its leadership of national and

international joint taskforces targeting transnational serious and organised crime.

Leveraging the AFP’s abilities in facilitating and leading partnership arrangements will

help to maximise successful operational outcomes, nationally and internationally.

International engagement

The AFP will be the principal international representative for Australian policing and

law enforcement.

The AFP is recognised nationally and internationally as a strong and credible
international policing leader. The AFP provides its policing and law enforcement
partners with a critical capacity to extend investigations offshore and conduct
overseas inquiries on a police-to-police basis. The AFP will lead and conduct
international operations on behalf of all Australian state, territory and Commonwealth

policing and law enforcement agencies.

The AFP will continue to place significant emphasis on its international presence,
working with international partners to combat crime at its source and disrupt criminal
networks and avert security threats in Australia. The AFP will be the primary Australian
representative for many international policing initiatives, such as the Pacific Islands
Chiefs of Police Forum, the Chiefs of ASEAN Police Forum, INTERPOL and the Virtual
Global Taskforce to combat online child sexual abuse.

These international relationships will also form an integral component of broader
government efforts to strengthen regional and international partnerships, including
by supporting regional security, stability and peacekeeping. The AFP will provide the
Australian Government with deployable international policing capabilities that enable
it to deliver immediate stability operations, short-term emergency responses and
long-term regional police development.

Technical and niche proficiencies

The AFP will develop unigue proficiencies and exploit advanced technologies that
support Australia’s national interest. To this end, the AFP will engage leading-edge
specialist technicians to provide expertise for the AFP and the broader Australian

policing and law enforcement community.

Knowledge will be critical to the way the AFP defines threats, directs resources,
delivers prioritised services to government and the community and informs strategic
thinking. Investment in contemporary technology and capability solutions will be
crucial to enable the effective management of information critical to defining and

countering threats to the Australian national interest.

The AFP requires an integrated information environment, characterised by enterprise-
level data pooling and powerful analytics, underpinned by modern technology
infrastructure that is capable of sustained management of high volumes of data.
Integrated components will provide the AFP with seamless access to, and analysis

of, large datasets in real time to identify changing dynamics and mitigate national
security threats.

The AFP will seek to:
develop and maintain capabilities at a pace consistent with that of the security
threat and criminal environment

establish a framework to determine which capabilities it will develop and hold in-
house and which it will outsource

lead in developing technical and specialist capabilities that can be shared with
and utilised by state, territory and Commonwealth partners

partner with the private sector to develop solutions for the future

move its culture from a functional perspective that applies traditional policing

models to one where specialist skills are engaged early to define problems and

help resolve them.
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AFP as knowledge leader

The AFP’s operating environment is shaped by policy and legislative frameworks.
Accordingly, informed and effective policy and legislation has a direct deterrence and
disruptive effect. As the Australian Government’s primary adviser on policing issues,
the AFP will work closely with the federal Attorney-General’s Department to identify
ways in which emerging technology and changing criminal behaviour challenge the
boundaries of existing legislation. The AFP will continue to ensure that any changes
to the powers of the AFP and other law enforcement agencies are proportional,
appropriate and effective.

The AFP will pursue a greater leadership role in the delivery of national investigative
standards and training curricula across a range of its technical and niche proficiencies

for both national and international law enforcement partners.

The AFP’s future workforce

In the future, organisational success will be increasingly dependent on how well a

diversity of views and expertise are harnessed to innovate, adapt and effect change.

To be future-ready and be an employer of choice, the AFP will continue to build an
ethical, values-driven culture that embraces diversity, inclusion and mutual respect.
Doing so will attract and retain a gender-inclusive, culturally and ethnically diverse
workforce reflective of Australian society. This will include people from Aboriginal and
Torres Strait Islander backgrounds, people with disability and people with diverse
gender identity and sexual orientation.

The AFP will develop a flexible, collaborative and multi-skilled workforce comprising
individuals of high integrity who are capable of critical thinking, reflection, analysis
and independent judgement.

The future AFP workforce will be characterised by different engagement models and
partnerships, a higher proportion of technical and specialist skills and an enhanced
qualifications framework to ensure the best resources are applied to solve existing

and emerging problems.

The AFP will value partnerships with academia to inform organisational learning and

research-based reform.

Future AFP leaders will be highly adaptive, value the views and expertise of others,
communicate effectively, speak the languages of policing and technology, and

embrace ethical conduct and values that reflect the society they serve.°

The AFP will undertake its functions in a manner that respects human rights and
freedoms as they apply to all people: in training its staff, in building capacity of other
police services, in its compliance with international conventions and in the execution

of its remit.

The AFP will invest in technically focused capabilities, working with industry and the

research community.

Measuring success

The test of police efficiency is the absence of crime and disorder, not the visible
evidence of police action in dealing with them®. An enduring challenge for the
AFP is that traditional performance measurements cannot adequately capture
the effectiveness of preventative and disruptive measures to mitigate community
harms. Future success will need to be measured not only quantitatively but
qualitatively, based on the effective deterrence and disruption of crime impacting
Australian interests.

CONCLUSION

As a result of this appreciation of the drivers of the future of criminality impacting
Australian interests, and through the careful delivery of these and other activities, the
AFP is now honing its focus to achieve maximum effect against the known challenges

and threats and those not yet realised.
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APPENDIX

PROCESS

The AFP launched its Future Directions project to explore the future of the AFP in a speech

delivered by the Commissioner to the Lowy Institute for International Policy in March 2015.22

An expert advisory board provided high-level direction and experience across the fields of
policing, government, national security, economics, international affairs and human rights.
Its members were:
Chief Commissioner Graham Ashton, Victoria Police
Sir Angus Houston, Special Envoy in relation to MH17 and former Chief of the Defence Force
Mr Warwick Jones, Executive Director of the Australian Institute of Police Management
Dr Martin Parkinson, Secretary of the Department of the Prime Minister and Cabinet
Dr Helen Szoke, Chief Executive Officer of Oxfam

Professor Michael Wesley, Director of the Coral Bell School of Asia Pacific Affairs at the

Australian National University.

The Future Directions Strategic Context Paper launched in July 2015 asked: What should the
Australian Federal Police look like, 15 years from now? This question formed the basis for
conversations with staff and with the AFP’s national and international partners across law

enforcement, intelligence, police, government and academia.
The key themes identified by stakeholders included:

the need for the AFP to better define its identity
the unigueness of the AFP, given its local, national and international remit
the need for the AFP to prioritise its operational effort in light of finite resources

the need to preserve and develop the AFP’s expertise in dealing with complex serious

organised crime and national security matters

the critical national importance of the AFP’s international collaboration in the broad national

security and law enforcement context

the importance of the AFP’s role in providing leadership and coordination on serious

organised crime investigations and matters impacting Australia’s national security

the need for the AFP to add value to the work of partner agencies by providing unique
specialist capabilities.
This paper has also been informed by a wide range of literature, reports, statistics and
commentary, and has explored work being undertaken within the AFP to ensure that the outcomes

of the strategy are embedded in future changes across the organisation.

Alignment will be achieved through a series of implementation plans being developed by the
accountable teams within the organisation to work towards practice and process improvements.
These plans will deliver outcomes across the AFP workforce learning and education,

technology, information and intelligence, and international engagement to deliver long-term

transformational change.

37



GLOSSARY

3D printing A process that begins with the virtual design of an object
using a 3D modelling program. The object is then created
by laying down successive layers of material. Each of
these layers can be seen as a thinly sliced horizontal
cross-section of the eventual object.

3D scanning Scanning via an imaging device that collects distance
point measurements from a real-world object and
translates them into a virtual 3D object.

artificial intelligence Enables machines, through a combination of self-
learning algorithms and computer systems, to perform
tasks normally requiring human intelligence, like visual
perception, speech recognition, decision-making and
language translation.

augmentation The linking of machines and humans to increase human
physical and mental capabilities. It includes virtual
reality, augmented reality, machine-to-brain interfacing,
and new forms of biological enhancement and chemical
enhancement.

augmented reality A form of augmentation technology that overlays the real
world with digital information and images.

automation The ability to automate physical and intellectual tasks via
robotics or artificial intelligence.

big data Datasets whose size is beyond the ability of typical
software tools to capture, store, manage and analyse.
Predictive analytics or other innovative methods may be
required to extract value from data. Accuracy in big data
can lead to better decision-making, resulting in greater
- operational efficiency, cost reduction and reduced risk.

blockchain Distributed electronic ledger that uses software algorithms

to record and confirm transactions with reliability and

anonymity. The record of events is shared between many

parties, and information once entered cannot be altered

because the downstream chain reinforces upstream

‘ transactions. It is the world’s first technology capable of
creating public, tamper-proof digital ledgers.

brain scanning Scanning that maps the brain’s neuronal pathways
#’ and relates the connectivity patterns to personality
and behaviour.
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connectivity

Enables connection of anything and everyone, anywhere.
Almost half of the world’s population, 3.3 billion people,
are connected to the internet, most via mobile phones.

brain to machine

A form of augmentation technology that enables people

Cybercrime

Cybercrime is a fast-growing area of crime. More and
more criminals are exploiting the speed, convenience and
anonymity of the internet to commit a diverse range of
criminal activities that know no borders, either physical or
virtual, cause serious harm and pose very real threats to
victims worldwide.

Although there is no single universal definition, law
enforcement generally makes a distinction between two
main types of internet-related crime:

« advanced cybercrime (or high-tech crime) —
sophisticated attacks against computer hardware and
software

e cyber-enabled crime — many traditional crimes have
taken a new turn with the advent of the internet, such
as crimes against children, financial crimes and even
terrorism

interfacing to manipulate computers and machinery with their minds.

malware Software that is specifically designed to disrupt or
damage a computer system.

megacity A city with 10 million or more occupants.

microbiome analysis

The study of microbial communities found in and on the
body. The goal of microbiome studies is to understand the
role of microbes in health and disease.

nanotechnology

Manipulation of matter on an atomic, molecular and
supramolecular scale. It involves the ability to see and
control individual atoms and molecules.

physical hardware

The physical parts or components of a computer system.

digital communication

The physical or electronic transfer of digitally encoded
data. Data transmitted may originate from a digital data
source like a computer or keyboard, or from an analogue
source (e.g. from a phone call or video signal).

phishing scam

A form of internet fraud in which an email purporting to
be from a legitimate sender encourages the recipient
to provide personal information ostensibly to confirm
or update legitimate information which the legitimate
organisation already has.

digital manufacturing

A process that uses 3D visualisation, analytics and
simulation to simultaneously create and manufacture

a product. It allows engineers to create the entire
manufacturing process in a virtual environment,
incorporating feedback from production operations in the
design process.

robotics

The branch of mechanical engineering, electrical
engineering and computer science that deals with the
design, construction, operation and application of robots,
as well as computer systems for their control, sensory
feedback and information processing.

sintering

To bring about the agglomeration of particles of a metal
or other substance by heating, usually under pressure.

stereo lithography

The process of printing a multidimensional image.

digitisation

The transformation of information about the world into

a common digital language in the form of binary code. It
turns information into a common, global resource that can
be shared on a massive scale.

synthetic biology

An emerging scientific field in which engineering
principles are utilised to design and assemble biological
components, biological systems and machines for useful
purposes.

fragile state

A country in which the government has limited capacity,
or will, to provide basic services and security to its citizens
and the relationship between the government and its
citizens is weak. These states lack the institutions needed
to resolve conflict peacefully.

virtual reality

A form of augmentation technology that enables users to
immerse themselves in a digital environment.

wearables

Clothing and accessories incorporating computer and
advanced electronic technologies.

gene editing

Insertion, deletion or replacement of DNA in the
genome of an organism using engineered nucleases,
or ‘molecular scissors’.
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